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INTRODUCTORY STATEMENT 

For the Australian economy and society, the rapid emergence of internet  of Things (IoT) 

represents both a significant opportunity and a very real threat, depending on whether 

and how the nation adapts to and harnesses the power and potential of the IoT 

phenomenon. At stake is the opportunity for Australia and Australian companies to be 

early beneficiaries of industry renaissance and the emergence of new business models 

through IoT and the opportu nity for Australia to become a significant exporter of bus iness 

solutions enabled by IoT ð if the policy and regulation setting can be optimised early to 

support business -led innovation.  

The scale of IoT growth and the pervasiveness of its influence will m ean that elements of 

our current telecommunications regulatory framework may be overwhelmed and/or 

might act as inhibitors to Australiaõs ability to reap fully the benefits of the changing 

environment. It will be imperative to address regulatory (and other ) inhibitors early and to 

simultaneously create an environment that allows enablers of IoT services to be brought 

to its full potential.  
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1 EXECUTIVE SUMMARY 

The internet  of Things (IoT) promises major telecommunicat ions/ICT infrastructur e market 

innovation and will enable ôverticalõ industry productivity, innovation and business 

opportunity. It offers Australia significant and transformational economic benefit through 

smarter use of infrastructure, efficiency gains a nd new business growth.  

The McKinsey Global Institute (MGI) has published a comprehensive assessment  of the 

potential for IoT  called " The internet  of Things: Mapping the Value Beyond the Hyp e", 

putting an upper limit on its potential global economic impact by 2025 o f $US11.1 trillion, 

or about 11%  of the World Bankõs estimate of value of the world economy by that time . 

This translates into an impact on the  Australia economy of up to  $116 billion  by 2025.  

This Report is an industry -wide view of:   

¶ Australian regulatory and p olicy enablers and inh ibito rs for Australian IoT industry  

success 

¶ Australian industry readiness  

¶ Recommendations for policy and industry initiatives  

¶ Proposed collaborative work  streams for the industry, Government and other 

stakeholders, facilitated by Comm unication  Alliance (CA), to help drive  the 

development of the IoT industry  and community  

 

The research and findings are drawn from core expertise, local interviews with key 

industry and Government  players, public workshops, a survey, extensive desktop 

research and supported by the generous assistance of the m embers of the CA IoT Think 

Tank Executive Council, who have directed the strategic and operational aspects of this 

project throughout .  

 

Figure 1: CA  IoT Industry  Report  outcomes  

 

  

http://www.mckinsey.com/insights/business_technology/The_Internet_of_Things_The_value_of_digitizing_the_physical_world?cid=other-eml-alt-mgi-mck-oth-1506
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A call to a ction ð Australiaõs peers are active 

The UK Governm ent has acknowledged the role that the development of the IoT can 

play as part of its broader growth and innovation ôagenda2 õ. For example, in March 

2014, the British Prime Minister announced a significant increase in Government  funding 

for IoT projects, c iting the ir potential to underpin a new ôindustrial revolutionõ. In addition, 

the Government continues to fund the targeted development of IoT technologies and 

pilot studies through ôinnovateUK3 õ.  

The UK has also taken quite an aggressive view to opening Government  data a nd this is 

proving to be a valuable  contribution to innovation in that market and an enabler for IoT.  

Similar national leadership is evident in Germany with its ôIndustrie 4.0õ program and in 

Singapore with the IDA smart city program, as w ell as the smart city programs underway 

in China and India, among other examples.   

Accenture has developed a model for ranking countries and their readiness to embrace 

industrial IoT based on productive and innovative po tential. Using  Accenture's model , 

Australia currently ranks 11th behind the US, Switzerland, the Scandinavian countries, UK, 

Japan and Germany.  

While Australiaõs fundamental capabilities are relatively good, given its high telecoms 

connectivity, educated workforce etc., we lack the IoT focu s at industry and 

Government  level of our peers in harnessing the opportunity IoT offers and  we  risk losing 

the opportunity for IoT competitive advantage and market leadership.  

Focus on key market sectors  

Applying IoT, by priority, to market sectors of gre atest need or where competitive 

advantage may be gained makes good sense and follows observed overseas practice 

in our peer and customer countries. Refer , for example , to Germanyõs focus on industrial 

automation and China õs and India õs focus on smart citie s. 

A wide input of views have been received from many Australian ICT industry sources. We 

have seen a relatively consistent view that the most important market segments for 

Australia are mining and resources, t ransport and logistics, agriculture and the 

en vironment, as well as health, smart cities (infrastructure) and financial services.  

As we consider Australia's traditional strengths and challenges, the opportunity for cost 

efficiencies and the barriers to entry, there a three sectors that stand out as m ost likely to 

transition to an IoT enabled global leadership position. The three sectors are mining and 

resources, food and a gribusiness possibly  including the environment , and t ransport and 

logistics.   

In terms of greatest need and potential efficiency im pact smart cities and h ealth comes 

out strongly. While there are opportunities for significant transformation in these sectors, 

governance complexity bedevil s both, as well as the issues surrounding  data privacy for 

health.  

IoT is both an industry vertical  and a horizontal enabler  

Characterising IoT is big and complex as it plays two distinct roles in the digital ec onomy. 

It combines i nformation technology, t elecommunications, big data and analytics into a 

significant industry vertical as well as providing a horizontal enabler for every other sector. 

IoT becomes a significant infrastructure in its own right, enabling smarter, more efficient, 

more sophisticated, more innovative and more highly integrate d  sectors to prosper 

across the entire economy.  
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Key enabl ers and inhibitors  

The key inhibitors and enablers for IoT success in Australia are drawn from the 

observations throughout the Report and are summarised in the following figure.  

 

Figure 2: Key inhibitors and e nablers  

Through addr essing the i ssues of the IoT inhibitors, opportunity, enablers  and the IoT Think 

Tankõs overarching aim to invigorate the Australian IoT industry and  to help Australia 

become market leaders  in some key focus areas, key recommendations are offered 

below for  consideration:   

It makes sense to align with key Government agency programs and strategies in the 

focus sectors of Department of Industry and Science (DIS) Growth Centre activities and 

Infrastructure Australia.  

Recommendation 1 : Develop and support a cohe rent and collaborative Australian IoT 

industry  enabled by appropriate policy and regulation settings to drive productivity and 

innovation aligned with national economic objectives . 

 

Recommendation 2 : Choose le adership in a few key sectors where additional efforts are 

made at industry and Government  level and collaboration is enhanced. Sectoral focus 

prospects w here Australia may lead are in mining, agriculture, transport and 

telecommunications . 

 

Recommendation 3 : Develop a model and principles for IoT data sharing and opening of 

public data.  
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Recommendation 4: To build confidence and trust in IoT use, by addressing IoT privacy 

concerns with clear policy and guidelines for access to, consent and use of private data. 

Align with policies on open data and data s haring.  

 

Recommendation 5:  Develop minimum network/service security guidelines for the IoT 

service chain, from sensor/actuator, to network, to data. This needs to consider both 

security from attack and service resilience.  

 

Recommendation 6: Encourage a thr iving IoT start -up community through alignment, 

where sensible , with Industry Growth Centre activities, start -up incubators, focus industry 

sectors and collaboration to build eco -systems of innovation .  

 

Recommendation 7: Review the adequacy of the current  spectrum settings and 

licencing in accommodating new IoT wireless technologies and scale  with particular 

focus on spectrum for low -bit rate services . 

 

Recommendation 8: Encourage use of IPv6 by default on all platforms, including 

Government  and internet  Service Providers (ISPs) . 

 

Recommendation 9: Add weight to the drive for greater science, technology, 

engineering and mathematics (STEM)  learning programs and develop IoT training 

programs, with particular emphasis on data engineering.  

 

Recommendation 10: Review adequacy of Australian oversight and participation in  the 

key IoT standards bodies with a view to having the capability to provide knowledgeable 

industry guidance on implications for trade impediments, data protection and local 

regulatory impact . 

 

Recommendation 11: Consider reduction and simplification of governance in the 

development of smart cities in Australia . 

 

Recommendation 12 : More detailed economically sound, evidence -based research 

should be commissioned to confirm preliminary observations, recommendations, 

enablers, inhibitors and sectoral focus and which parties are best placed to drive 

initiatives and assume leadership roles.  

These recommendations, and the r eport, are intended as input to Government  policy 

makers and sectoral industry orga nisations to inform and influence thinking first and , 

hopefully , action next.  

CA initiatives  

CA , through its IoT Think Tank, will convene a powerful coalition of industry and broader 

stakeholders to carry forward the development of the IoT community in Au stralia. To that 

end, a proposed series of work streams supporting the above recommendations are 

being considered:  

Workstream 1 : Collaborative Australian IoT industry ð Canvass support and develop a 

coherent, collaborative and globally -aware Australian IoT  community  with industry, 

Governm ent and other key stakeholders to foster innovation and inform appropriate 

policy and regulatory settings.  
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Workstream 2 : Sectoral engagement ð Develop sectoral IoT advancement and 

alignment in key sectors, through Governme nt Industry Growth Centre activities and key 

sectoral bodies with focus on mining, agriculture, transport and telecommunications.  

 

Workstream 3 : Open data ð Develop IoT open data and data sharing principles and 

guidelines with possible sectoral focus. Data  privacy ð develop privacy guidelines for use 

of IoT data.  

 

Workstream 4: Spectrum availability ð Working party including the Australian 

Communications and Media Authority (ACMA) and broader stakeholders to address the 

spectrum settings and licencing needs  for low bit rate wireless services, such as low 

power, wide area (LPWA).  

 

Workstream 5 : Security ð Develop security guidelines for IoT services and service 

elements, including data protection.  

 

Workstream 6 : IoT start-up innovation ð Develop policy and Io T eco -system frameworks in 

support of a national IoT program, which is linked to Industry Growth Centres.  
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2 THE INTERNET OF THINGS OPPORTUNITY 

2.1 What is the  IoT? 

The OECD describes  convergence between ICT  and the economy on a grand scale,  as 

the internet  of Things1. The term implies the connection of most devices and objects over 

time to a network of networks.  

The IoT is an environment that gathers information from multiple devices (computers, 

vehicles, smart phones, traffic lights, social media and anythin g w ith a sensor  or actuator ) 

and applications  ð anything from a social media app like Twitter to an e -commerce 

platform, from a manufacturing sys tem to a traffic control system . 

Where the IoT gets even more interesting is where information from devices and  other 

systems is combined in novel ways, tapping into the huge processing capabilities 

available today to do the kinds of expansive analysis usually associated with the 

concept of big data  ð meaning analysis of data not necessarily designed to be analysed 

together  to create beneficial outcomes . 

The defini tion of the IoT by the ITU (International Telecommunications Union) is : òA global 

infrastructure for the information society, enabling advanced services by interconnecting 

(physical and virtual) things based on, existing and evolving, interoperable information 

and communication technologies .ó(Recommendation ITU -T Y.2060) 

IoT has sometimes been c onfus ed with machine to m achi ne (M2M) communications 

which has  been in use for a considerable period, albeit significantly increasing in the 

market through the use of mobile technologies. M2M is, in effect, a subset of IoT which is 

in the main restricted t o specific bespoke solutions, within industries and indeed within 

companies, characterised by process specific sensors and devices.  

The Machina Research chart below, shows the evolution from M2M to the IoT where the 

characteristics against scope and agilit y are represented.  

 

Figure 3: M2M towards IoT  

                                                      

1 OECD Digital Economy Outlook 2015  

http://www.infoworld.com/d/business-intelligence/download-the-big-data-analytics-deep-dive-204191
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2.2 Drivers of the IoT 

While the basic technical elements that underpin IoT have existed for some time, a few 

key enablers in the availability, cost and sophistication of these elements a re now 

opening , allowing  IoT to be commercially viable, even today, in some sectors, and will 

allow, over time , a pervasive IoT environment.  

Three key enablers for the IoT, illustrated below , are:  

¶ The dramatic decrease in the cost of intelligent sensors  (a nd actuators)  

¶ The availability of near -ubiquitous connectivity; and at a progressively decreasing 

cost per bit  

¶ Increasing sophistication in handing large volumes from disparate sources of data 

(big dat a analysis)  which can uncover hitherto hidden value  
 

 

Figure 4: IoT key enablers  

Attempting to predict the future in any technology field is fraught with danger but it is 

possible to look at the rate of change over the recent past and extrapolate that forward. 

The figure below illustrates some important trends. This graph is not intended to be an 

accurate reflection of the past. It is intended to show a broad trend with a few proof 

points along the way . In 1965, Gordon Moore, co -founder of Intel , observed that  the 

number of transistors  per square inch on integrated circuits had doubled every year since 

the i ntegrated circuit was invented. Moore predicted that this trend would continue for 

the foreseeable future.  This became known as Moor e's Law  and today is simply 

described as computer performance doubl ing  every year.  

Moore's Law has also underpinned the even more rapid increase in memory storage 

capability and at the same time has been behind the relentless cost reductions in 

electronics and computing.  The following figure illustrates t hese trends.  
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Figure 5: Predicting device performance  

The relentless performance increase and cost decrease has made very low cost sensing, 

computing, communicating, storing and analysing capabilitie s possible. As these costs 

have come down and the performance has increased, cost effective solutions for 

complex problems have emerged and enabled a whole new range of capabilities.  

Today it is cost effective to deploy an environmental sensor onto a sing le grape vine or 

on a single cow to gather information. At the same time the cost of sending this 

information to a database and processing it has also become very low. So what seemed 

impossible only a few years ago , today is becoming commonplace. And these  trends will 

continue.  

2.3 IoT Economic Potential  

Estimates of the economic potential and value that IoT can bring have been made by 

numerous organis ations. A chart below from the UK Government Office of Science 

include s a few well -known predictions . 

 

Figure 6: IoT Economic Impact  
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In addition, the same Office of Science report quotes a McKinsey report : òDisruptive  

Technologies: advances that will transform life, business, and the global economy ó, 

McKinsey Global Institute, 2013 , predi cting additional  global value of $6.5  trillion by 2025, 

since upgraded to $4 trillion -$11.1 trillion in their recent " The internet  of Things: Mapping 

the Value Beyond the Hyp e" report.  

The industry projections for the potential value of the internet  of Things for the global 

economy range in the region of $10  trillion by 2020, although ther e is considerable 

variation. Potential value is interpreted here as the potenti al value that could be realised .  

Another common IoT growth measure is the number of  predicted uniquely -identified 

internet connected devices. These range from very low cost sen sors and industrial 

controllers to smart p hones and large computer systems.  

Figures for the number of internet devices are generally consistent over many sources 

(IDC, Gartner, ABI Research, BI Intelligence, Cisco, Ericsson etc .). The estimate for global 

internet connected devices in 2014 is 10  billion , with growth to up to 30 -50 billion  

predicted by 2020. Figure 7 illustrates some of the market predictions of connected 

devices.  

 

Figure 7: Predicted i nternet connected devices , billion  

The above figures and also those quoted by the ITU, OECD , EU etc . all indicate significant 

growth in IoT opportunity for the ICT sector and also significant innovation opportunity 

across the entire economy.  

Observation 1 : There is a huge potential economic promise of productivity gain, business 

innovation and competitive advantage through the use of IoT . 

2.4 IoT Market Impact  

The capability of IoT to transform Government  and business as well as  business processes  

an d models  into new digital services will ultimately translate across the entire economy.  

IoT will be an enabler to a wide range of new digital services across all market segments 

and business sectors.  

http://www.mckinsey.com/insights/business_technology/The_Internet_of_Things_The_value_of_digitizing_the_physical_world?cid=other-eml-alt-mgi-mck-oth-1506
http://www.mckinsey.com/insights/business_technology/The_Internet_of_Things_The_value_of_digitizing_the_physical_world?cid=other-eml-alt-mgi-mck-oth-1506
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Source : www.more -with -mobile.com  

Figure 8: IoT digital services i mpact  

IoT-driven digital services will  impact  Government, community, business, individuals and 

the home. The following figure positions IoT as an enabling infrastructure underpinning all 

other industry verticals. It is also practical to see the Telecommunications industry as a 

vertical as well as this horizontal enabler. Perhaps this  is one of the reasons why it is 

difficult to paint a complete picture of the IoT impact.  

Internet of 
Things

Sensing, 
analysing, 

monitoring, 
interacting and 

adjusting

Community

Government

Home Individual

Business

 

Figure 9: IoT has economy wide implications  

Observation 2: IoT can be seen as both an industry vertical in its own right as well as a 

horizonta l enab ler for all other sectors  within the ICT sector.  

There a re already endless examples of s ensor networ ks and digital  analytics creating 

new insights and innovative  new digital services.  Some diverse examples are:  

The Commonwealth Scientific and Industrial Research Organisation  (CSIRO) has made 

and deployed sensors to gat her information from within an o yster, measuring the oyster's 

heartbeat to determine their state of health and growth performance within their 

environment. Sensors have been deployed on bees to measure swarm behaviours, 

Electrical current sensors have been used to remotely monitor and contro l electricity 

flowing into individual household electrical circuits. Digital sensors have been deployed 
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to monitor social media and analysed to show real time sentiment and wellness 

characteristics. Sensors have been used to monitor the activity and wellbe ing of some 

elderly people who are monitored and supported by carers while continuing to live 

independently in the family home but with added security and protection.  

While examples and trials are evident in almost all market sectors, of which a few are 

represented here , it seems evident that some sectors are more advanced in IoT 

development than others. Important indicators to which market sectors are likely to more 

advance  in the use of IoT are:  

¶ The level of sophistication and fit of existing communicatio ns infrastructure  

¶ The level and access (availability) of existing data sources which can  already be 

better mined and analysed (e.g. in retail or finance)  

¶ The level of sectoral collaboration (e.g . in the automotive industry in the US)  

¶ The level of Governmen t leadersh ip and support (e.g. Singapore smart c ity)  

 

The table below from IoT Analytics shows a useful market sector segmentation than can 

be used to identify IoT opportunity segments.  

 

Figure 10: IoT impacts every s egment  

The leading countries are focussing on areas that make sense with respect to their 

existing strengths and aspirations. Germany and the US , for example , are leveraging their 

manufacturing strength to focus on the i ndustrial and manufacturing dimensions of IoT. 

Ge rmany is rallying around the Government's ôIndustrie 4.0õ initiative. South Korea and 

the US are targeting the automotive and transport sectors while Singapore, China and 

India see smart c ities as a Government -led focus.  

Observation 3: IoT innovation and deployment is more mature in some  sectors than 

others. Those that  are more advanced are characterised by strong collaboration within 

the sector in specific countries.  

The UK Ofcom report of Jan uary  2015 predicts the growth in IoT will be driven by utiliti es, 

concluding that "Intelligent building and automation applications will also  dominate the 

IoT market in 2022.ó However, the study also predicted significant growth over the 

coming ten years for categories of consumer electronics, utilitie s, healthcare a nd smart 

cities.  
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Figure 11: Ofcom  IoT growth predictions  

We have listed a few indicative examples of early IoT implementations across a range of 

market sectors.  

The consumer home m arket ð Already in todayõs market, consumers are connecting a 

wide range or devices to their home networks. This is extending well beyond the home 

computer, tablets and smart phones that are typically all connected using wifi  or 

Ethernet . The home automation field is full of new remote monitoring and con trolling 

sensors and actuators and increasingly hi -fi equipment, home theatre, white goods and 

appliances have network  connectivity and sensors with i nternet access for remote 

control and monitoring. This trend is growing fast and in many ways todayõs consumer is 

more and more challenged to cope with achieving the value that all these solutions 

offer.  

Google have recently launched their  OnHub product described in S ection 4.3.3 that , 

along with other Google initiatives , offer s co nsumers a much better experience . Telcos 

are targeting this market but do not yet h ave the model right to attract broad consumer 

acceptance.  

This raises the question of market structure. Is there an opportunity for a new player  or 

players  in the market to provide some form of aggregated home services management , 

by  offering the consumer a service to resolve service problems or  failures of any device 

connected in the home ? How would these aggregators take ownership of risk when so 

many players may be providi ng fragments of an overall solution? These solutions will 

include local area networking, broadband connectivity,  routing , wireless access points, 

sensors, actuators, smartphones, appliances, white goods, computers, software 

applications, data sharing, priv acy etc. Some telcos think this is an opportunity for them 

and , indeed , this may be so , but the service layers above the basic network connectivity 

will be a challenge and the potential to understand many different vertical service 

models an even bigger ch allenge.  

Observation 4: Innovation in the consumer IoT market is ev ident today with the growth of 

new home automation services. These are introducing a multi -dimensional, fragmented 

and complex  service model for con sumers .  

Smart c ities  ð There are develop ing smart city programs in place in Singapore, China and 

India today.  

Smart Cities San Diego is a bold, multi -year collaboration combining the resources of the 

City of San Diego, San Diego Gas & Electric, GE, UC S an Diego, and Cleantech San 


















































































































































































































